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ABSTRACT

The digital era is transforming traditional approaches across various fields,
fostering innovations that enhance efficiency and timeliness. The effective imple-
mentation of modern technologies and automated methods accelerates decision
making by enabling the rapid processing of large datasets. Furthermore, these
technologies facilitate continuous communication across borders and ensure the
continuity of operations, even during crises. In this context, artificial intel-
ligence (Al) serves as a crucial tool for digital transformation. Clearly defining
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its role can significantly advance digital transformation in various sectors,
including energy. Therefore, it is essential to explore how Al systems can be
integrated into the energy sector, how this integration will support the effective
implementation of energy policies, and what challenges may arise from the
use of AL To mitigate these risks, an ethical and legal framework should be
developed to promote the concept of reliable artificial intelligence in the energy
sector. Moreover, the European Union has adopted the Artificial Intelligence
Act, and the Council of Europe has prepared the Framework Convention on
Al and Human Rights, Democracy, and the Rule of Law, which establishes a
substantial foundation for defining international legal standards for the general
use of artificial intelligence.

INTRODUCTION

Rapidly developing digital technologies, big data collection, and the global
COVID-19 pandemic demonstrated the need to introduce information
and communication technologies into all key areas like education, health-
care, agriculture, energy, finance, foreign affairs, and security and military
policy. Furthermore, the accurate usage of such technologies ensures the
continuity of activities in the aforementioned spheres, the development of
which affects the interests of citizens, society at large, and the state itself.
Amid the accelerating digital transformation of societies, the role of digital
technologies in shaping and implementing energy policies is increasingly
important. In this regard, examining the usage of artificial intelligence
(Al) gains particular relevance, as Al is a key instrument for an accelerated
digital transformation that can enable users to make systematized, consis-
tent, and timely decisions.

An analysis of international practices shows that information and
communication technologies permit states to implement energy policy
priorities on time. Digital technologies create the possibility of identifying
outages quickly and enhancing threat detection instruments to avoid chal-
lenges. The use of technological and innovative programs eases the decision-
making process to clarify solutions within energy policy. Overall, this process
enlarges communication networks among the authorities responsible for
energy issues and strengthens coordination mechanisms, which are necessary
preconditions for the effective implementation of energy policies.

In the era of climate change and fossil fuel consumption, Al can help
minimize some of the impacts of climate change and propel the world
toward the energy transition. Importantly, Al is currently an extremely
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energy-intensive technology that is being developed and deployed at a
rapid rate, so for better or worse, the energy industry will need to focus
on Al systems, both as a tool to improve energy resource allocation and as
a challenge, to meet high energy demands in a clean and sustainable way.
Still, the potential of Al systems to transform the energy industry cannot
be overstated, as Al integration into the energy industry can ensure rapid
responses, propelling the evolution of energy markets.

THE NOTION OF ARTIFICIAL INTELLIGENCE AND ITS
STRATEGIC FRAMEWORK

Al refers to systems that display intelligent behavior by analyzing their
environment and which take actions—with some degree of autonomy—
to achieve specific goals. Al-based systems can be purely software based,
acting in the virtual world, or Al can be embedded in hardware devices.'
Because of growth in computing power, data availability, and progress in
algorithms, Al has become one of the most strategic technologies of the
twenty-first century.?

Al technologies help optimize industrial processes, making them more
resilient and efficient. Al also enables innovative self-learning and real-
time solutions, from predictive maintenance to collaborative robots, from
digital twins to augmented reality.’ In particular, it is possible to introduce
Al in the energy system by enabling timely data processing and accelerating
the decision-making process of what resources to deploy when and where.
In the energy context, there is endless potential and opportunity, in the
form of promoting the development of proper Al systems in the public
and private sector; investing in digital and telecommunication infrastruc-
ture to support Al development;* creating a digital hub for public-private
partnerships; assisting subject matter experts with data-driven business
development and digitalization; establishing educational institutions in a
technology pact to foster technical and digital skills; strengthening cyber
security in companies to protect against threats to the grid; and crafting
agile regulations to facilitate new business models and experimentation.’

Some existing strategic frameworks prioritize the energy sector when
introducing Al systems. For example, the Danish government aims to
set goals for work on Al within specific priority areas such as healthcare,
energy and utilities, agriculture, and transport.® Norway intends to invest
in Al for energy and mobility. The government wants Norwegian organiza-
tions to be attractive cooperation partners for leading business and research
communities in Al. Norway will continue to pursue its investment in basic
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and applied Information and Communications Technology research. It
aims to exploit the innovative potential of Al,” which can enable Norway
to take a leading position in introducing Al in oil and gas, energy distribu-
tion systems, the maritime and marine industries, and the public sector
more broadly.®

A number of countries are increasingly recognizing the potential of Al
to help achieve some of their green transitional goals and are using this crit-
ical juncture as an opportunity for international collaboration. For instance,
in Singapore’s second National Al Strategy (NAIS 2.0), there is a call for
the country to stay well-connected to global innovation networks, working
with the best to overcome complex challenges surrounding Al today (e.g.,
energy, data, and ethics). It must contribute to Al breakthroughs and prod-
ucts that the world values.” In February 2023, Al Singapore (AISG) and the
Republic of Korea’s (ROK) Institute for Information & Communication
Technology Planning and Evaluation (II'TP) launched a joint grant call to
fund research on Al-based net zero energy building management optimiza-
tion systems. This grant call supported a research project between Nanyang
Technological University and Korea University, to study Al-based energy
management and optimization frameworks to enhance the energy efficiency
of heating, ventilation, and air conditioning (HVAC) systems. The project
also drew in industry partners from both countries.' In the medium-to-
longer term, Singapore plans to chart a roadmap toward the growth of net
zero green data centers that are powered by renewable energy. This includes
continued collaboration with industry on innovative proposals to push the
sustainability agenda."

Opverall, Al strategic frameworks define priority areas for using artifi-
cial intelligence, including the energy sector. Simultaneously, these concep-
tual documents clarify the necessity of adopting appropriate standards and
approaches for developing reliable Al systems. This stimulates the creation
of proper grounds for ethical and legal frameworks.

THE CONCEPT OF RELIABLE Al

To ensure the lawful and ethical usage of Al it is essential to build rules for
the development of the concept of reliable Al In this regard, after expert
group meetings on April 25, 2018, and December 7, 2018, the European
Commission set out its vision for Al, which supports “ethical, secure and
cutting-edge Al made in Europe.”"?

In this context, an independent group of experts has developed ethics

guidelines for Al The goal of the guidelines is to promote reliable Al with
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three components that should be met throughout the system’s entire life
cycle: (1) it should be lawful, complying with all applicable laws and regula-
tions; (2) it should be ethical, ensuring adherence to ethical principles and
values; (3) it should be robust, both from a technical and social perspective.
Each component is necessary in itself, yet not sufficient for the achieve-
ment of reliable Al. All the abovementioned components work in harmony
and overlap in their operation. If tensions arise between these components
in practice, society should endeavor to align them."

Generally, Al ethics focuses on the normative issues raised by the design,
development, implementation, and use of Al. Within ethical discussions,
the terms “moral” and “ethical” are used. The term “moral” refers to the
factual patterns of behavior, customs, and conventions that can be found
in specific cultures, groups, and individuals. The term “ethical” refers to
an evaluative assessment of such concrete actions from a systematic and
academic perspective. Ethical Al is used to indicate the development and
use of Al that ensures compliance with ethical norms, including funda-
mental rights as special moral entitlements and core values.'*

From a legal standpoint, in 2021, the European Commission proposed
an Artificial Intelligence Act. The proposed regulatory framework on Al
focused on the following four specific objectives: (1) to ensure that Al
systems placed and used on the European Union (EU) market are safe and
respect EU values and the existing laws around fundamental rights; (2) to
facilitate investment and innovation on Al; (3) to enhance governance and
effective enforcement of existing laws on fundamental rights and safety
requirements applicable to Al systems; (4) to facilitate the development of
a single market for lawful, safe, and reliable Al applications and prevent
market fragmentation.”

The proposed Artificial Intelligence Act was a good starting point
to ensure that the development of Al in the EU was legally acceptable,
ethically sound, environmentally sustainable, and socially equitable and
that Al was able to support society, the economy, and the environment.'
Furthermore, in 2023, EU policymakers reached an agreement on the first
comprehensive legal framework to regulate Al systems'” and created legal
grounds to develop the concept of reliable Al at the regional level. The EU
Artificial Intelligence Act lays down a uniform legal framework, in partic-
ular, for the development, sale, uptake, and use of Al systems in the EU,
by EU values, to promote human-centric and reliable Al while ensuring a
high level of protection of health, safety, and fundamental rights.'

The EU Artificial Intelligence Act emphasizes that Al should be a

human-centric technology. It should serve as a tool for people, with the
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ultimate aim of increasing human well-being. Critically, the Act includes
standardization requests, which amount to deliverables on reporting and
documentation processes to improve Al systems’ resource performance.
These include reducing the high-risk Al system’s consumption of energy
and other resources during its lifecycle and the energy-efficient develop-
ment of general-purpose Al models. When preparing a standardization
request, the Commission shall consult the European Artificial Intelligence
Board and relevant stakeholders, including the advisory forum."

In light of these documents and initiatives, we should also define the
criteria for the ethical and reliable usage of Al systems in the energy sector.
More precisely, developing and using Al systems in the energy field can adhere
to the following key ethical components: respect for human autonomy, fair-
ness, and the prevention of damage. Deploying reliable artificial intelligence
in the energy sector can combine the principles of human oversight, tech-
nical robustness and safety, inviolability of privacy, protection of data gover-
nance, diversity, non-discrimination, transparency, and accountability.

Opverall, because of the growth in the scope and capabilities of Al, the
need to create an appropriate framework has become obvious. The adop-
tion of ethical and legal frameworks should help create reliable Al and
clarify the lawful purposes of Al systems in key fields, including the energy
sector. It will define the legal grounds to avoid the unlawful usage of Al
in energy systems. At the same time, human rights should be respected
and protected by the creators and users of Al applications. Additionally, to
achieve the appropriate goals, Al systems should be provided with objec-
tive information. By processing such data, they would be able to make the
right conclusions and assist humans to effectively perform different tasks,
including automatic routine tasks for implementing the energy policy.

INTRODUCING AI IN ENERGY POLICY

Al can bring innovation to the energy sector specifically by improving
safety and operational effectiveness. Al systems perform automated routine
tasks and simplify the decision-making process through quick analysis of
big data. Al can also promote sustainability within the energy industry
and assist stakeholders in implementing both short-term and long-term
strategic development plans.*

With the help of Al it is possible to improve predictive maintenance,
analyze data for actionable insights, manage smart grids, forecast renewable
energy output, and enhance supply chain strategy.?! Improving predictive
maintenance means that machine learning algorithms can analyze data from
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sensors, usage data, and historical maintenance records to predict when the
equipment is likely to fail or require maintenance. It will bolster the reli-
ability and resilience of services and reduce downtime and repair costs.””

Analyzing data for actionable insights considers that the vast amounts
of data generated across various parts of energy systems, such as sensors,
meters, and operational grids, require Al-powered analytical tools to sift
through large datasets and identify trends and patterns. By extracting
insights from this information, companies can optimize operations,
improve decision making, and drive innovation across the organization.*
At the same time, Al can help manage smart grids to optimize energy
distribution in real time by balancing supply and demand more effectively,
which can in turn improve grid reliability.** As renewable energy sources
such as solar and wind play an increasingly significant role in the energy
mix, Al becomes even more valuable. Al plays a crucial role in analyzing
weather data, historical energy production, and other factors to forecast
renewable energy output. This enables grid operators to anticipate fluc-
tuations in supply and adjust energy distribution accordingly.”® As for
enhancing supply chain strategy, Al can optimize logistics, predict demand
fluctuations, identify cost-saving opportunities, and enhance overall opera-
tional efficiency.”® Al can also analyze complex market dynamics in energy
trading. It can enable energy companies to make informed trading deci-
sions, optimize their energy portfolios, and simulate market scenarios for
the appropriate predictions. This process allows stakeholders to identify
market opportunities and risks.”’

Ultimately, by deploying Al as a tool in the energy sector, costs can
be minimized in the areas of smart grids, demand response management,
predictive maintenance, renewable energy forecasting, energy storage,
carbon capture utilization and storage, energy trading, smart homes and
buildings, oil and gas exploration, and nuclear power plant monitoring.*®
Data analytics can empower energy enterprises by diving deep into data
sources, quality, and lineage, thus shedding light on the structure and
content of information. This knowledge fuels better data discovery, leading
to more accurate Al model training, and maximizing overall data utility. By
considering time, location, user behavior, and environmental conditions,
context analytics enables Al models to generate truly meaningful insights.”
Al brings new knowledge, experience, and expertise into the sector. It is
vital to keep an adequate balance among generation and consumption, and
Al can prevent faulty predictions and optimize energy possibilities.*’

The major attraction of introducing Al in energy is to facilitate energy
efliciency. However, the digital transformation of the energy sector demands
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time for various reasons, not least of which is a lack of trust in the possibili-
ties of Al Still, when the regulatory framework is put in place, it is time
to enhance practice. The first step is to explain the benefits of introducing
Al into the energy sector and increasing awareness of its potential. The
opinion-making process is a sensitive phase and requires planning before it
commences. The next step is the decision-making process, which demands
appropriate qualifications and a strong understanding of the role of Al in
the energy sector. As for the decision implementation phase, it needs to
be translated into results. Overall, policymakers should take a key role in
keeping progress going and demonstrating tangible outcomes.

CHALLENGES OF USING AI SYSTEMS IN THE ENERGY SECTOR

The energy sector is fast growing and in great need of permanent develop-
ment. Electricity demand is increasing from year to year, yet we are at a
crossroads where measures must be taken to use energy efficiently.

Introducing Al into the energy sector can result in huge benefits
around electricity transmission, distribution, and generation. However,
there are barriers to Al adoption in energy, including a lack of theoretical
knowledge, lack of practical expertise, old infrastructure, and financial
pressure.’’ Decision makers do not have the necessary knowledge about
the responsible usage of Al systems. Companies do not have the technical
background to understand how to introduce Al applications. Al is a new
technology. Therefore, it is difficult to find experts who can develop new
Al software with practical experience. Outdated systems are a challenge to
the use of Al in the energy sector in particular, as companies need financial
resources to replace old infrastructure.?

At the same time, cybersecurity risks are increasing, and the energy
sector is often a major target of attacks. There are two basic types of cyber-
attacks: passive attacks and active attacks. The goal of passive attacks is to
get system information and learn how the system is managed. In active
attacks, the purpose is to disrupt or change system information, which is
mostly confidential.>> Without appropriate safeguards in place, a stable and
reliable energy supply that quite literally powers an economy could be put
at great risk.

Al is also an issue of fundamental rights, especially with respect to the
labor rights of people who have responsibilities to analyze data or perform
routine tasks in the energy field. Al should be developed as an effective
instrument for performing tasks in the energy sector without infringing
upon fundamental human rights. The application of Al enables the digital
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transformation of the energy sphere if it builds on reliable digital coopera-
tion. Such an approach excludes the usage of malicious applications for
unlawful and unethical purposes and tasks. Successful digital transforma-
tion requires identifying the opportunities and challenges of this process
and adopting legal norms at national, regional, and global levels to guar-
antee the responsible application of Al tools.

As Al is increasingly integrated into energy systems and beyond, there
should be clear rules for accountability if such systems cause damage. In
the future, this may become the basis for a clear determination of the legal
personality of Al. Al may become a modern digital juridical person, taking
into account the components of an electronic person. A state will grant
it legal status based on certain restrictions to protect the legal interests of
a natural person, especially in terms of labor rights, and simultaneously,
the scope of the liability of Al should be determined following its specific
characteristics.

Opverall, Al still needs to gain the trust of academia, practitioners, busi-
nesses, and governments. Only then can Al facilitate the digital transforma-
tion of the energy sector. As for Al systems, elaborating and using reliable
Al in the energy sector requires critical, strategic, and innovative thinking
to adapt to new technological changes and avoid challenges.

CONCLUSION

Al is a unique tool that promotes rapid development and fills gaps around
data analysis and real-time monitoring and evaluation. From the energy
market perspective, Al can make markets more flexible in terms of price,
innovation, infrastructure, and scientific achievements. Al can also deliver
commercial benefits by reducing expenses at the various stages of energy
production and consumption.

It is impossible to stop the growth of Al in the energy industry. This
process will take its course. With the reduction of human intervention,
there are no man-made mistakes, operations are optimized, and living stan-
dards are increased via a stable, steady, and reliable supply of electricity.

Predictions, forecasts, and assumptions are expensive and time-inten-
sive, meaning they are not always feasible. Al is helpful in these critical
circumstances. Al implementation in the energy sector can provide more
accurate forecasts by conducting objective data analysis. Such activities
allow leaders to make timely decisions and focus on strategic planning.
Al hedges mistakes and enhances better results in terms of quality, thereby
avoiding unpredictable emergency cases.
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Finally, the digital transformation of the energy sector in the future will
depend on how states instrumentalize digital achievements in their poli-
cies and activities. This process includes the development of digital poli-
cies complying with legal and security standards and supports personnel
in building their digital skills. In the twenty-first century, in parallel with
traditional approaches, digital transformation of key fields is inevitable for
present and future realities. In modern strategies, the articulation of reli-
able Al applications enables timely processing of data, especially big data,
and plays a role in making adequate decisions. Overall, Al will be a vital
tool for determining the future energy landscape. f

ENDNOTES

1 “Artificial Intelligence for Europe,” European Commission, April 25, 2018, https://
eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52018DC0237.

2 “Artificial Intelligence for Europe,” European Commission.

3 “Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions—
Fostering a European Approach to Artificial Intelligence,” European Commission,
April 21, 2021, https://eur-lex.europa.eu/legal-content/en/TXT/2uri=COM%3A202
1%3A205%3AFIN.

4 “Latvia’s National Al Strategy,” OECD.AL last updated September 9, 2022, https://
oecd.ai/en/dashboards/policy-initiatives/http:%2F%2Faipo.oecd.org%2F2021-data
-policylnitiatives-26933.

5 “National Strategy for Al: Denmark,” OECD.AI, last updated January 17,
2024, https://oecd.ai/en/dashboards/policy-initiatives/http:%2F%2Faipo.oecd
.0rg%2F2021-data-policylnitiatives-24241.

6 “National Strategy for Al: Denmark,” OECD.AIL

7 “National Strategy for Al: Norway,” OECD.AI, last updated July 25, 2024, https://
oecd.ai/en/dashboards/policy-initiatives/http:%2F%2Faipo.oecd.org%2F2021-data
-policylnitiatives-26464.

8 “National Strategy for Al: Norway,” OECD.AL.

9 Smart Nation Singapore, NAIS 2.0: Singapore National Al Strategy (Singapore:
Government of the Republic of Singapore, 2023), https://file.go.gov.sg/nais2023.pdf.

10 Smart Nation Singapore, NAIS 2.0: Singapore National Al Strategy, 10, 30.

11 Smart Nation Singapore, NALS 2.0: Singapore National Al Strategy, 49.

12 High-Level Expert Group on Artificial Intelligence, Ethics Guidelines for Trustworthy
AI (Brussels: European Commission, 2019), 4, https://digital-strategy.ec.curopa.cu
/en/library/ethics-guidelines-trustworthy-ai.

13 High-Level Expert Group on Artificial Intelligence, Ethics Guidelines for Trustworthy
Al 2.

14 High-Level Expert Group on Artificial Intelligence, Ethics Guidelines for Trustworthy
Al 37.

15 European Commission, Laying Down Harmonised Rules on Artificial Intelligence
(Artificial Intelligence Act) And Amending Certain Union Legislative Acts, COM
(2021) 206, April 21, 2021, https://eur-lex.curopa.cu/legal-content/EN/TXT/?uri
=celex%3A52021PC0206.

VOL. 49:1 WINTER 2025


https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2021%3A205%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2021%3A205%3AFIN
http://OECD.AI
https://oecd.ai/en/dashboards/policy-initiatives/http
https://oecd.ai/en/dashboards/policy-initiatives/http
http://Faipo.oecd.org
http://OECD.AI
https://oecd.ai/en/dashboards/policy-initiatives/http
http://OECD.AI
http://OECD.AI
https://oecd.ai/en/dashboards/policy-initiatives/http
https://oecd.ai/en/dashboards/policy-initiatives/http
http://Faipo.oecd.org
http://OECD.AI
https://file.go.gov.sg/nais2023.pdf
https://digital-strategy.ec.europa.eu
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206

Tae RoLE oF Al 1IN THE ENERGY SECTOR 71

16 Luciano Floridi, “The European Legislation on Al: A Brief Analysis of its Philosophical
Approach,” Philosophy & Technology 34 (2021): 216, hteps://doi.org/10.1007/s13347
-021-00460-9.

17 Adam Satariano, “E.U. Agrees on Landmark Artificial Intelligence Rules,” New
York Times, December 8, 2023, https://www.nytimes.com/2023/12/08/technology
/eu-ai-act-regulation.html.

18 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13
June 2024 laying down harmonised rules on artificial intelligence and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU)
2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU)
2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), https://eur-lex.europa
.eu/eli/reg/2024/1689/0j/eng.

19 European Parliament Regulation (EU) 2024/1689, 6, 239.

20 “5 Ways Artificial Intelligence is Driving Innovation Within the Energy Sector,”
session presented at A/ in Energy Summit, Houston, June 17-18, 2024, hetps://www
.oilandgasiq.com/events-ai-in-energy.

21 Ibid.

22 Ibid.

23 Ibid.

24 TIbid.

25 Ibid.

26 Ibid.

27 “Top 10 Applications of Al in the Energy Sector,” FDM Group, March 22, 2024,
hteps://www.fdmgroup.com/news-insights/ai-in-energy-sector/.

28 “Top 10 Applications of Al in the Energy Sector.”

29 “Al in Energy: Discover How Your Data Can Be the Ultimate Game-Changer!
Explore 7 Reasons Why It Matters,” Data Dynamics, accessed September 15,
2024, https://www.datadynamicsinc.com/blog-ai-in-energy-your-data-is-the-game
-changer-7-reasons-why/.

30 “The Future of the Energy Sector: The Rising Role of AL,” Invest in Holland, accessed
September 15, 2024, https://thehague.com/businessagency/the-future-the-energy
-sector-the-rising-role-ai.

31 Mehmet Rida Tiir, “Energy Supply Security and Artificial Intelligence Applications,”
Insight Turkey 24, no. 3 (2022): 228-229, https://doi.org/10.25253/99.2022243.13.

32 Tir, “Energy Supply Security and Artificial Intelligence Applications.”

33 Notis Mengidis, Theodora Tsikrika, Stefanos Vrochidis, and loannis Kompatsiaris,
“Blockchain and Al for the Next Generation Energy Grids: Cybersecurity Challenges
and Opportunities,” Information and Security 43, no. 1 (2019): 25, https://doi.org/
10.11610/isij.4302.

VOL. 49:1 WINTER 2025


https://doi.org/10.1007/s13347-021-00460-9
https://doi.org/10.1007/s13347-021-00460-9
https://www.nytimes.com/2023/12/08/technology
https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng
https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng
http://oilandgasiq.com/events-ai-in-energy
https://www.fdmgroup.com/news-insights/ai-in-energy-sector/
https://www.datadynamicsinc.com/blog-ai-in-energy-your-data-is-the-game
https://thehague.com/businessagency/the-future-the-energy
https://doi.org/10.25253/99.2022243.13
https://doi.org/10.11610/isij.4302
https://doi.org/10.11610/isij.4302

